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Introduction

• Research focus = risk prevention
• Three main directions:

1. Improve formal system design methods
2. Increase awareness of users and producers before 

using data with computer-assisted risk identification 
software

3. Improve professional practices and services
• Audit, certification, accreditation, inspection, guarantee, ...



Introduction

• Research focus = risk prevention
• Four main collaborations:

1. New Data Quality Indicator for 3D Objects in Virtual 
Globes

2. Improve ICAO guide to help member countries to 
produce airport obstacles datasets of better quality

3. Canadian survey based on spatial data quality
4. Geospatial Code of Ethics



1- Improve Formal System 
Design Methods

• 4 key elements
– CAREFUL framework
– Goal-Oriented Requirement Engineering
– Software tools
– VQI (Volunteered Quality Information)

• Collaborative users identification of potential risks



Analysis

Design

Development
Implementation

(+ training)

Operation

C.A.R.E.F.U.L. (Computer-Assisted Risk 
Evaluation For Usage Limitation)

+
CAREFUL
extension

Formal method (ex. MDA)
+

Data modeling tool
(ex. Perceptory)

CAREFUL
knowledge
about risk

traditional
knowledge
about risk



Analysis

Design

DevelopmentImplementation

Operation

C.A.R.E.F.U.L.

CAREFUL: 
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Collaborative Approach to 
Improve Knowledge 
About Risks of Geospatial 
Data Usages (VQI)

Risks assessment:

•Risks Indicators
•initial vs final Risk
•Delphi Iterations
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Questions elaborated
using a collaborative  
approach:
• Delphi Method
• Expert groups

Collaborative Process:
-Contributions
-Collaboration indicators
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C.A.R.E.F.U.L.

(Grira et al. 2009 and 2012)



C.A.R.E.F.U.L.

ISO-3864-2 
Symbols
for Warnings 
in 
Data 
Modeling Tool



Context-sensitive Warnings Generated from Data Modeling Tool

C.A.R.E.F.U.L�

(Lévesque et al. 2007)



C.A.R.E.F.U.L�

Risk-Related
Reporting
with the help of 
Software Tools

-user manual
-training material
-fitness-for-use report
- …



2- Increase Awareness of Users 
and Producers Before Using Data

• Develop a method and software to help users and 
producers to identify and control the risks related 
to new usages of data obtained from web portals



Increase Awareness of Users and 
Producers Before Using Data

• Based on:
– risk management strategies
– use of quality indicators
– ISO standards
– real-life projects (NRCan, Transport Quebec, INFCan, …)

• Interactive software asking questions about : 
– User needs
– Usage context and constraints
– Data content

• Aimed at non-expert users
• Each of the prototype 42 questions refers to potential risks
• Answers help actors to identify pertinent risks
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(Roy et al, 2012)



3- Improve Professional 
Practices and Services
• Using and producing spatial data has now 

reached the level of mass market

1970s 1980s 1990s 2000s 2010s

Number of users

Number of incidents,
accidents, legal
actions, regulations

Demand for services
to avoid or solve
problems

General public

Skilled persons

Specialists

Early adopters

Evolution of a Successful Domain

(Bédard,  2012)
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Improve Professional Practices and 
Services Quality assessment: Who/When?

CertificationCertification

accredited 3rd party =        

HOW ?
$$$ ?



Improve Professional Practices 
and Services

• Commercial guarantees exist for mass products, for 
marketing reasons. Does it apply to geospatial data as well? 
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(Under development by Gervais et al)

Guarantee



1- Improve ICAO Guide to Help 
Producing Better Quality Data

Many countries have difficulties to understand 
the requirements for airports’ obstacles data 
acquisition

©ICAO, Annex 15
©ICAO, Annex 15

Zone 3

Zone 2

(Pomerleau et al, 2011)



Improve ICAO Guide to Help Producing
Better Quality Data

Solution: improved Guide with
enriched metadata (definitions, geometry)
+ UML activity diagrams

(Pomerleau et al, 2011)



2- New Data Quality Indicator for 
3D Objects in Virtual Globes 



New Data Quality Indicator for 
3D Objects in Virtual Globes 

VQI
(Volonteered

Quality Information)

(Jones et al, 2011)



Example for 3D Buildings on Google Earth

• Several tests for different 
cities, perspectives and 
methods to show the stars

• Usability study with 40 
users

• Best = star with rating 
inside
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New Data Quality Indicator for 
3D Objects in Virtual Globes 

(Jones et al, 2011)



3- Canadian Survey on 
Geospatial Data Quality

• Based on risk management strategy

• To be presented this afternoon by Marc 
Gervais et al



4- Geospatial Code of Ethics

• To be presented this afternoon by Jacynthe 
Pouliot et al.



Conclusion

• There are several ways to reduce the risks of 
inappropriate uses of data

• We have focused on prevention
– There are technical or method-related solutions
– Innovation is possible (ex. VQI)
– Several solutions are in fact good professional practices 

to adopt

We simply need to be more aware about 
protecting a greater diversity of clients and 
contexts, whether we know them or not.
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